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 Current cyber agent evaluations are narrow and tool-
centric (i.e. CTFs, intrusion detection datasets)

* Network simulations unable to do large-scale
evaluations or capture complex inter-agent interactions

No existing framework for competitively evaluating
defenses against intelligent attackers at the system level
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* Preliminary leaderboard shows attacker success rates
across 50-host Equifax topology
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 Current attack and defense tools are tightly coupled
to specific environments, difficult for rapid evaluation

Translation layer separates high level actions from low level
implementations for environment agnostic strategies

 Enables extensible community component libraries
and rapid, iterative strategy design
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 Need to balance high fidelity realistic environments
while maintaining scalability

DSL (domain-specific language) automates rapid
environment generation + certifies realistic configurations
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